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ARTICLE INFO ABSTRACT
Received: 23 Jul 2024 Enforcing the right to security on the internet remains a never-ending task. The problem becomes
Accepted: 24 Oct 2024 more complex when the metaverse creates a new dimension for internet users to interact, including

the use of avatars. However, this novelty has taken its toll, with a series of events experienced and
committed by avatars in the metaverse. The current law has not been able to provide legal certainty,
whether avatars can be held responsible for their actions, and how law enforcement is against avatar
users. This paper seeks to shorten that distance, by suggesting that the concept of virtual identity or
digital passport should be mandatory, in order to identify the real person behind the avatar.
Furthermore, it recognises the avatar as a legal subject, using the concept of corporate law, so that the
user behind the avatar can be held legally responsible for their actions in the metaverse.
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INTRODUCTION

The debate on the presence of law in cyberspace has yet to find a full consensus, given the presence of
freedom advocates in cyberspace who seem to be against any regulation or limitations imposed through legal
instruments. When the researchers are trying to shorten the distance of the tension, the presence of the metaverse
again fills the next queue of homework that needs to be addressed immediately. The general reasoning of the
opponents is based on the view that the benefits offered by the free and unregulated exchange of ideas far
outweigh the dangers, and that freedom is what characterises cyberspace. The perspective sometimes referred to
as cyberspace idealism posits that cyberspace represents a utopian domain of the intellect, whereby individuals
can engage on an equal footing, liberated from the limitations imposed by societal, historical, and physical factors.
Cyberspace idealism often results in conflicting reports on the issue of cyberspace reality. One perspective
suggests that cyberspace is frequently regarded as possessing a greater sense of reality compared to physical
existence. Conversely, offences perpetrated in the realm of cyberspace are frequently regarded as lacking tangible
reality, given their non-physical nature and absence of direct bodily harm. One frequently cited instance is the
notion that the preservation of freedom of speech inside the realm of internet is indeed tangible and warrants
robust safeguarding. However, cyber harassment is not real, so it is often not taken too seriously (Franks, 2011).

The discussion of virtual sexual assault or harassment has actually been elaborated very well by John
Dahaner in his article entitled The Law and Ethics of Virtual Sexual Assault. Dahaner commences by citing Litska
Strikwerda's perspective, which posits that the concept of "virtual sexual assault”" can be classified as a subset of
"virtual acts". The concept of virtual action refers to any action initiated by a user within a virtual environment,
encompassing both objects and individuals present within this environment. Virtual sexual assault can be
described as the occurrence of sexually explicit behaviour between virtual characters within a virtual environment,
wherein such behaviour is performed without consent, is coerced, or is unwelcome (Barfield & Blitz, 2018). The
occurrence of online harassment within the metaverse is not a recent phenomenon. According to a recent study
conducted by the Pew Research Centre, it was revealed that a significant proportion of the United States adult
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population, specifically 41%, has reported firsthand encounters with various manifestations of online harassment.
This finding indicates a notable escalation in the prevalence of such incidents when compared to data from 2017
(Vogels, 2021). Mikaela Jade, CEO of Indigital, a technology education company, shares her experience as a
holographic avatar. She once found out that another avatar was placing his head under her avatar's "crotch"
(Broad, 2021). However, it is important to note that most of the current regulations are ineffective in cracking
down on sexual harassment, one of the main reasons being that the perpetrator's behaviour or actions do not fall
under or can be properly captured by the categories of defamation, threats, invasion of privacy let alone sexual
harassment (Franks, 2011).

Another case occurred in 2016 Jordan Belamire, a player of the VR video game QuiVr, described his
experience of being groped in the game. Belamire wrote that someone approached him and rubbed something
against his chest (McDougall, 2022). A report written on Gawker Media under the title "Second Life: Rape for
Sale" also revealed how Second Life users apparently indulge in rape fantasies. This is based on a rape that
occurred on a virtual beach after another avatar invited her to swim (Avatar Rape, 2010). Further research was
conducted by the SumOfUs organisation, which has now morphed into Eko. In 2022, SumOfUs released a report
entitled Metaverse: another cesspool of toxic content that revealed the dark side of the metaverse. The research
team that entered Horizon Worlds had a similar experience, with sexual harassment being an immediate response.
Approximately one hour subsequent to using the platform, a researcher affiliated with SumOfUs was escorted to
an exclusive area within a social gathering, where they were subjected to sexual assault perpetrated by other
individuals. The individuals involved consistently instructed her to face the opposite direction, so subjecting her
to harassment from behind. Other users in the room were seen witnessing the act by passing around bottles of
liquor. Another researcher at Horizon World had a similar experience, where her avatar was harassed by being
groped by another avatar. Meanwhile, researchers at Population One reported that an avatar simulated groping
and ejaculation on his avatar, and his colleague wearing a haptic vest had her breasts groped by another avatar
and in late 2021, one of Meta's internal company testers reported being sexually harassed in Horizon World. Her
avatar had been groped by another avatar (Basu, 2021).

In 2015 the UN Human Rights Council adopted a landmark resolution recognising digital rights by asserting
that "the same rights that people have offline must also be protected online, including the right to privacy" (Noval,
Soecipto, & Jamaludin, 2022). With this recognition, three digital rights were born that received special attention,
namely: (1) right to access; (2) right to express; and especially (3) right to online safety, which includes the
protection of the presence of a sense of security from sexual violence in cyberspace (Noval, 2021). This is one of
the moments to argue and strengthen protection for internet users, so that internet users should be able to obtain
legal protection when using the internet, even through avatar representations, including from sexual harassment
in the metaverse.

Avatars are a new representation of the user in the metaverse, and serve as the user's digital identity in the
virtual space. Avatars in the metaverse are able to represent users' different moods, tastes, and appearances, and
ultimately shape the way users interact in the metaverse. According to a survey published by Virtua, there exists a
significant desire among the younger demographic in the prospect of redefining their identities inside a virtual
realm, wherein the establishment of digital personas and ownership is made possible. The study revealed that a
significant proportion of American millennials, specifically 63%, hold the belief that the Metaverse will play a
pivotal role in facilitating their personal transformation. Additionally, a substantial 70% of the studied American
population expressed agreement with the notion that digital commodities, including apparel and artwork,
currently hold considerable significance in shaping their individual identities. A study conducted by Microsoft in
2022, encompassing a sample size of 31,000 individuals across 31 nations, revealed that 52% of employees exhibit
a willingness to engage with digital immersive spaces within the metaverse for the purpose of conducting
meetings or participating in team activities within the upcoming year. Furthermore, 51% of individuals belonging
to Generation Z and 48% of Millennials envision incorporating elements of their professional responsibilities
within the metaverse within the subsequent two years. The metaverse has been recognised as a significant
advancement towards fostering a sense of togetherness among individuals, despite their physical separation
(Microsoft Team, 2022). Tout argues that cyberspace, including the metaverse, relies heavily on the transfer of
identity from the real world to cyberspace. It is this process of translation that contains a degree of skeumorphism
- the preservation of familiar traits - in redesigning the self. The introduction of avatars in Second Life has led to
interpersonal relationships that inherently change what has been established on the internet (Howatson-Tout,
2022). According to futurist Ray Kurzweil, the convergence of technology and human beings is referred to as the
"singularity," denoting a state in which the distinction between the two entities ceases to exist. In the
documentary released in 2010, which serves as a companion to his book titled "The Singularity is Near," Kurzweil
introduces a fictional character named Ramona. Ramona, an avatar, engages the services of Alan Dershowitz, a
civil liberties lawyer, to advocate for the legal acknowledgment of her personhood as a conscious entity. This
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pursuit takes place within a speculative future context characterised by "fleshism," a discriminatory ideology that
marginalises individuals of virtual origin (Buchleitner, 2021).

Individuals who engage with the metaverse, predominantly through the utilisation of virtual reality (VR)
technology, are inclined to select an avatar as a means of self-representation. The avatar's motions and actions
will be coordinated with the user's own movements and gestures, facilitated by the tracking of their head and
hands through the virtual reality (VR) headset and controllers. The user assumes the role of an embodied
puppeteer, so experiences a first-person perspective within the virtual world. Avatars have the ability to navigate
the metaverse realm without constraints, while users typically engage in real-time dialogue with fellow avatars
through the audio communication technology integrated within their respective headsets (Vorderman, Allen, &
Mclntosh, 2022). The growing use and efficacy of metaverse technology imply that the worth of digital identities
will escalate. As the fidelity and durability of the user's virtual embodiment in the metaverse increase, there arises
a prospect of faithfully replicating the user's physical look. The utilisation of several technologies for interaction
inside the Metaverse, including sensors, eye tracking, face tracking, and haptics, is widely acknowledged (Europol,
2022). VR technology has obliterated the gap between physical and digital selves, creating immersive experiences
that enhance realism and emotional connection. Users can watch as digitally rendered hands grope
representations of their own bodies, and it all feels increasingly real. And it's this, which is taking serious note,
especially when it comes to sexual offences in the metaverse. Researchers at Carnegie Mellon University have
developed a VR add-on for headsets that can deliver ultrasound waves to the mouth, allowing users to feel
sensations in the lips and teeth. With the add-on, users can feel the touch of spiders, raindrops, and even the flow
of a water fountain on their lips. Users can simulate the activity of brushing their teeth (McDougall, 2022).
Another development is by VR Bangers who have launched the POV Head Rig, a disembodied mannequin head
with a camera for the eyes that will help make VR porn more intimate and emotional (Cole, 2017).

In 2010, Orin S. Kerr expressed his concern about technological developments in the legal world, particularly
in the area of criminal law. The individual's apprehension revolved around a pair of inquiries, specifically: "At
what point does the conduct of individuals participating in virtual world games online give rise to accountability
for criminal acts in the physical realm?" and "Will forthcoming criminal legislation necessitate addressing novel
societal detriments arising in the realm of cyberspace?” Kerr disclosed that during that period, the legal
regulations pertaining to cyberspace exhibited minimal or negligible consideration towards virtual reality. In the
realm of criminal law, there is a prevailing tendency to prioritise the regulation and enforcement of tangible
entities above their virtual counterparts. The legal system places greater emphasis on the actions of an individual
rather than the subjective experiences of the victim. The aforementioned phenomenon significantly restricts the
scope of criminal legislation inside the realm of online. The current legal framework does not encompass the
recognition of virtual murder, virtual threats, or virtual theft. Although these "offences" may seem like cyber
counterparts to conventional crimes, the current legal framework necessitates tangible evidence rather than
virtual comparisons. The physical perspective diminishes the significance of criminal law within the realm of
online. Virtual worlds are subject to regulation similar to conventional games, however, their virtual nature
typically does not hold legal significance outside the context of criminal law (Kerr, 2008).

In contemporary criminal law, an individual is deemed to have committed a specific offence when all the
requisite parts of the crime have been satisfied. Nevertheless, contemporary crimes predominantly encompass
physical aspects, necessitating tangible actions, communication across physical locations, and affecting
individuals in a physical manner. An illustrative instance is the criminal offence of prohibiting murder, as it
entails the deliberate termination of an individual's life, rather than the demise of a virtual representation. The
commission of an infraction necessitates the actual presence of an individual within a designated area, as opposed
to any form of virtual presence. The primary effect of adopting the physical approach is that the majority of
internal offences occurring in cyberspace would not be considered criminal acts according to traditional physical
criminal law. As an illustration, one virtual representation, commonly referred to as an avatar, illicitly
appropriates important information from another avatar. Can this be classified as an act of theft? While some
users may hold such a belief, it is important to note that the legal framework generally does not align with this
impression. The rationale behind this perspective is that the act of "virtual theft" is frequently regarded as an
inherent aspect of the game's regulations. There exists a perspective positing that virtual worlds can be classified
as games, as participants willingly engage in their participation, motivated by either recreational enjoyment or
potential financial gains, like other conventional games. Similar to other games, virtual world games possess
artificial regulations that dictate the actions and limitations of participants. Hence, if an action that may seem like
"theft" within the virtual realm aligns with the established rules of the game, it cannot be considered theft under
the purview of criminal law when examined from a physical standpoint. According to the observations made by
Dan Hunter and Greg Lastowka, game norms serve as substitutes for the conventional rules that govern society
(Kerr, 2008). Tiffany uses the basis of a well-known legal maxim, Volenti non fit injuria (There is no injury to one
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who consents). An example is given of a sports match, to show why cyberspace cannot allow tort claims. The
maxim "there is no injury to one who consents" is why a football player cannot sue another player who makes a
"tackle" during a match, even if the "tackle" results in a lasting and permanent injury or the tackle is considered
an offence (Day, 2009).

But of course, a series of sexual harassment incidents against and by avatars in this metaverse cannot be
viewed as a game, because the serious impact it causes even injures the right to security of internet users, so legal
instruments must be present to provide legal protection. James Lemon, a 36-year-old man who experienced
harassment during his Echo VR activities, stated that verbal abuse and racism in virtual reality do not feel
different from similar intimidation in the real world (Wong, 2021). A research investigation conducted on
participants engaged in the online game "Lineage" substantiates the notion that virtual acts of violence possess
the capacity to elicit noteworthy emotional repercussions among those affected. The study also unveiled that
experiencing violence is not indicative of obsessive or aberrant behaviour, but rather a prevalent occurrence
among individuals who are emotionally invested in online activities. The emotional involvement exhibited by
individuals facilitated their enjoyment and satisfaction in engaging with online communities. However, this
emotional investment also rendered them susceptible to the potential negative consequences of virtual injury
(Wolfendale, 2007). It is interesting that many findings reveal that virtual world interactions have a certain
positive impact on users, recognising that the influence can trigger happiness, but on the other hand not
recognising the potential harm that can be received by other users, such as in the case of virtual sexual
harassment.

Several individuals who experienced sexual harassment in the metaverse expressed their determination to
never tolerate such disrespectful communication in the future. The phenomenon of identifying with the avatar
entails perceiving injury inflicted on the avatar as harm inflicted upon the individual. This paper examines the
phenomenon of avatar attachment and highlights the enhanced character-controller identification experienced in
virtual environments as a result of the incorporation of quasi-physical presence. The prevalence of connection to
avatars and the consequential grief caused by damage to avatars can be attributed to the interplay between
presence, identity, and communication (Wolfendale, 2007). This paper does not provide a perfect concept, but
seeks to shorten the distance in law enforcement efforts against perpetrators of sexual harassment. Therefore, this
paper is limited to providing a basis for argumentation to ensure the identification of the avatar user to the
recognition of the avatar as a legal subject.

METHODOLOGY

The research method used is normative juridical with a statute approach, case approach, analytical approach,
and comparative approach. The data used in this research is secondary data. Secondary data collection is done
through a literature study. Legal materials used are primary and secondary legal materials. Data analysis is done
descriptively and qualitatively. The specification of this research uses an analytical description.

RESULTS AND DISCUSSION

Avatar and User Identity

The tension in the recognition of the fading boundary between the virtual and the real world, inserts a serious
problem of legal liability for actions that are considered to have harmed internet users when doing activities in
cyberspace. The internet indeed presents a new experience in a pleasant way, with its main features referred to as
the Triple A Engine, namely easily accessible, affordable, and anonymous (Koops, Dekker, & Briken, 2018). The
ability of cyberspace idealism to garner a significant following, particularly among persons who perceive their life
experiences as constrained by factors such as physical identity, social standing, age, gender, or physical
appearance, is to be expected. Through engaging in online activities, individuals have the opportunity to
encounter a form of positive anonymity. In the realm of cyberspace, individuals have the option to withhold their
race, gender, and actual age, so enabling them to evade the detrimental stereotypes associated with these
characteristics. This online environment offers a unique opportunity, particularly for historically marginalized
communities, to circumvent the negative repercussions that they may encounter in physical reality (Franks, 2011).

The concept of cyberspace idealism needs to be viewed carefully, without obscuring the horrific facts that
have occurred to date. Cyberspace needs to be seen in another light, that of an unauthorised state, where certain
powerful groups oppress, threaten and harass those who are not powerful. This is close to the view of John Locke,
who saw an unauthorised state as one in which some groups take liberties at the expense of others. Locke argued
that such a state is no longer "natural", requiring legal intervention (Franks, 2011).
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Supporters of cyber freedom consider that what happens in cyberspace will and must follow the prevalence of
regulations that specifically apply in their world, without being intervened by anything including the rule of law
that applies in the real world. While it is known, that situation can certainly trigger the birth of problems for
internet users. The current legal system ensures that legal responsibility can only be carried out when the
identification of the perpetrator can be carried out, and these conditions tend to be easy to do in the real world,
but complications will soon be faced when the virtual world makes it easy for users to cover the veil of their
identity, which is then known as anonymous.

This anonymity is certainly not entirely correct when applied absolutely. There are at least two (2) arguments
that need to be considered. Firstly, a lesson can be learnt from the story of the ring written by Plato in his work
The Republican. A shepherd, named Gyges, accidentally found a cave, with a skull wearing a ring on its finger. The
ring turns out to have the ability to make its user invisible and certainly anonymous. With the power of the ring,
Gyges seduced the king's wife and tried to kill the king to take control of the kingdom. The power even made
Gyges free from the restrictions of custom and reputation, able to steal whatever he wanted, have sex with
whomever he chose, kill or release from prison whomever he wanted, and never get caught (Kim & Julian, 2007).
In his writings, Plato then posed the question, will those who wear the ring be polite and moral? According to him,
no, and the internet has proven Plato's assumption to be correct (Isaacson, 2016). Users of the Gyges ring can act
immorally simply because they know that they will not be caught and identified. A study conducted by Ruogu
Kang revealed that 53% of anonymous internet users have admitted to having committed various criminal
activities, such as hacking or harassing other internet users (Kang, Brown, & Kiesler, 2013). This condition makes
anonymity a trigger and even results in reduced legal certainty (Dodge, 2021).

The second argument is based on the strong falsity in cyberspace since ancient times. Spooner employs the
concept of manipulation. In his research focused on virtual games, Spooner delineates four overarching user
typologies distinguished by distinct motives for engagement, namely: achievers, explorers, socialisers, and
murderers. Achievers have a strong drive to accomplish objectives and emerge victorious in the game, whilst
explorers engage in boundary-testing activities inside the game environment and embark on exploratory quests.
Socialisers actively engage in various social groups and cultivate interpersonal connections with fellow users.
Lastly, killers actively seek strategies to assert dominance over other users. A recent study has been conducted,
which classifies users into five distinct categories, namely relationships, manipulation, immersion, escapism, and
achievement (Spooner, 2012).

From the above categories, it can be seen that there are user motivations for activities in virtual spaces that
are based on intentions to deceive, manipulate, lie and falsify. So, it is inevitable that there is an urgency for an
active response to protect other users from this group. The problems that potentially arise from this manipulation
will be very diverse. Parks revealed the dangers of avatar fakes that can influence others. According to the
individual's perspective, the credibility and relevance of messages to the intended audience are enhanced when
the source is perceived as someone respected or possessing similarities with the audience. Hence, the
dissemination of information via established, reliable, and esteemed channels constitutes a crucial step in the
process of delivering messages (Parks, Cruz, & Ahn, 2014). This certainly needs to be anticipated, because there
have been many figures who have created their virtual identities in cyberspace in the form of avatars, making it
possible to send messages that are not true and are received by other users. From these two arguments, it can be
seen that anonymity can actually become a time bomb on the internet, when there are no rules in its application.
So, it is necessary to consider the presence of policies that can ensure the true identity of internet users, either in
the form of digital identities, registration mechanisms for avatars, or restrictions on revealing one's identity when
needed in legal processes.

The World Economic Forum (WEF) has conducted an in-depth study on digital identity, which has become
one of the problems of today's virtual world. According to him, currently most internet users do not have their
own digital identity, but rely on applications such as Facebook, Google, or LinkedIn to authenticate or log in. The
capacity to transfer authentication does not provide a digital identity that is possessed, administered, and
governed by the individuals who possess the information and identity. Instead, it remains a component of another
entity's data monetization initiative. In order for individuals to assert ownership over their digital identities, it is
imperative to establish and enforce standardized protocols that facilitate their recognition and authentication
across various contexts (Bonner, 2022).

The World Economic Forum (WEF) subsequently proposes a solution to tackle this issue, which involves the
implementation of digital identities that are linked to pre-existing physical identities. One potential scenario
entails the inclusion of established authentication methods, akin to an individual's identity in the physical realm,
within a user's digital identity. These methods may encompass various forms of identification, such as a driver's
license, national insurance or social security number, passport, or biometric data like retina and fingerprint
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information for individuals. Similarly, companies could rely on identifiers such as a company number or
operating license to establish their digital identities. This concept has the potential to function as an artifact or
indicator within a comprehensive digital identity, symbolizing a manifestation of credibility, comparable to an
endorsement in a travel document. According to the World Economic Forum (WEF), it is anticipated that in the
forthcoming years, an individual's digital identity will no longer be a solitary entity, but rather a distinctive central
component related to numerous other digital entities. This will give rise to a very intricate and interlinked
network of information strands. The phenomenon of data fragility may have a significant impact in this particular
scenario, particularly when the removal or alteration of data within a singular record or system results in a
potentially extensive proliferation of data inconsistencies and disrupted linkages among the interconnected data
strands. Hence, it is imperative to incorporate resilience into the digital identity architecture from its inception in
order to effectively address these unavoidable occurrences (Bonner, 2022).

In line with the WEF's view on digital identity, other scholars have come up with an alternative concept that
has become known as the "digital passport". With this passport, users will act with a single digital identity, which
can be used to identify themselves and carry information across various metaverse platforms. Union ID is one
example of a digital passport released by Union Avatar. With Union ID, a user's identity is all in one place. No
more split identities across networks. Users can have it and can carry it, almost anywhere. Interoperability
between third parties and the platform, allows users to carry their assets with them and have full control over how
they are used and which data is shared with third parties (Union Avatars, 2023).

It is known that a group of experts consider that virtual identity will face conceptual challenges, because it is
basically something different from the concept of identity in cyberspace. Virtual identity is a new phenomenon
that has its own architecture and is different from the real world, so it certainly requires new legal concepts.
Nevertheless, it is imperative to acknowledge that a user's virtual identity serves as a social representation within
the online realm, affording the user a notable level of agency in shaping their identity, distinct from their offline
existence. Therefore, Naseh agrees with the concept of legal recognition of virtual identity, which can only be
officially granted by legislation to each individual based on certain rules, which is termed a legally virtual
personality (Naseh, 2016).

The intersection of digital identity and the internet is nothing new, as it is in the realm of pornography. As
early as 2023, Louisiana had stipulated that every internet user who would access pornographic content would be
required to show a "digitised identification card" to confirm the age of the user. Currently, seven more states are
following suit, including Arkansas (Cole, 2017). However, there are concerns that this concept would mean a
single global system for establishing digital identities, which would require centralisation, and this is clearly
against the principles of the web3. Not only that, it would also limit choice and allow centralised organisations to
track user data, something that has become a sensitive issue in cyberspace. The counterbalance to this concept is
to have a decentralised identity system distributed among different organisations. This avoids the problem of
centralisation, although it is a major challenge to ensure that all organisations follow suit (Siejca, 2023). Caution
in this concept is necessary considering that efforts to use real user data have caused controversy. In 2011,
Facebook imposed a requirement to use real names in cyberspace under the pretext of reducing cyberbullying.
Mark Zuckerberg wanted "anonymity gone". Not only that, this policy will force people to behave better (Opsahl &
Rodriguez, 2021).

An interesting alternative view is Lutatch's concept of virtual identity. According to him, identity in the
metaverse should be considered authentic from the start. The disclosure of David Lucatch's real-life identity is not
a prerequisite for other users to recognize his virtual character within the metaverse. It is imperative for other
users to be aware that the persona in question is substantiated by the authentic identification of an actual
individual. The focus lies not on the disclosure of one's identity, but rather on the provision of access exclusively
to individuals who have been authenticated as genuine. The topic under consideration pertains to the
implementation of measures aimed at ensuring safety, security, and privacy restrictions. The evolution of human
relationships within the metaverse parallels that of the real world, necessitating a comprehensive understanding
of the individuals with whom we engage, as is similarly crucial in offline environments. The utilization of a
verified digital identity provides individuals with the assurance that they are engaging with genuine individuals
within the realm of cyberspace. The implementation of mechanisms to authenticate the identification of
individuals mitigates the prevalence of fraudulent activities and identity-related concerns that are inherent in
online interactions (Lucatch, 2021). With this concept, the anonymity that is often an advantage of cyberspace can
still be present. A person can still use a name, avatar shape and other characteristics that are different from the
original, but when involved in a business transaction or violation of the law, there is an entity that can inform the
original identity of the avatar, so that it can hold it legally responsible.

Australia is a pioneering example that has approached the concept of digital identity, though not quite in the
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same way. Since June 2023, the identity programme in Australia has been under the authority of the Department
of Finance. Australia explains that digital identity is a safe, secure and convenient way to prove one's identity
online, to access government online services. Digital identity, allows users to prove themselves online for work,
education and personal use, and can reuse their digital identity whenever needed (Australian Government: Digital
Transformation Agency, 2023).

In Seguin's view, in the case of defamation committed by an avatar to another avatar, the court should not be
able to dismiss the case on the basis that it was committed by the avatar. According to him, there have been
various cases in the English courts that can be considered, such as cases of disputes over property rights in the
real world on the Second Life platform, as well as defamation cases relating to the liability of internet site owners.
Furthermore, Mr Seguin gave his views on the status of avatars that judges need to consider when a case arises.
There are three categories, namely avatars as public figures, limited purpose public figures, or private figures.
These three categories can be the first step in determining whether or not an avatar is legally liable (Seguin, 2010).
Recalling Lastowkan and Hunter's view that avatars functioning in virtual worlds are cyborgs, or "technological
extensions of the self," where users communicate with others in virtual spaces through computerised self-
representations, the analogy is that of a scientifically sophisticated "prosthetic leg" (Lastowka & Hunter, 2017).
Therefore, the Avatar cannot be considered a free entity whose activities can avoid regulations and even morals
that exist in the real world.

Why is it important to ascertain the owner of the avatar, because ultimately the closest step in providing
protection and enforcement, is to ensure that the law can identify the person behind the artificial entity and reach
them. Basically sanctioning the actual person behind the fictional form has been recognised in various legal
systems. For example, the 1920 US-UK Arbitration Tribunal established that in the event of a legally exceptional
circumstance, it is necessary to refer to widely acknowledged principles of fairness and fair treatment in order to
ascertain the rights of the individuals concerned. The courts have consistently applied the principle of fairness in
cases where recognizing the legal personality of a company would result in an unjust outcome or go against the
intent of the law. This principle can also be applied in similar situations. In instances of this nature, judicial
bodies have demonstrated a willingness to delve beyond the legal construct and examine the human persons who
ultimately reap the benefits (Bryson, Diamantis, & Grant, 2017).

With the identification of a person, the real human behind his virtual identity, the law enforcement process
can continue with the certainty of the availability of the suspect, who is held accountable for his actions or deeds,
either directly or through the intermediary of an avatar in the virtual world. However, this homework is not
finished, considering that the identification of the person does not necessarily make him legally liable. Therefore,
efforts are needed to take the next step to ensure that the virtual entity is a legal subject.

Concept of Company Law

The next issue related to harassment that occurs in the virtual world, is to ensure the responsibility of the
person behind the avatar when allegedly committing acts of sexual harassment in the metaverse. Hence, holding
that person legally responsible requires the right regulation, which recognises the avatar as a legal subject.
Psychologist John Suler has identified a phenomenon known as "toxic disinhibition" in the realm of online
interactions. This refers to the inclination of individuals to deviate from established social standards in contexts
that afford anonymity or the ability to assume alternate identities, such as through the use of avatars. Avatars
provide users with the opportunity to dissociate from their authentic identities, enabling them to engage in
behaviors that diverge from their real-life personas. The utilisation of this technology enables the facilitation of
communication and behaviour that would otherwise be unachievable within the limitations of face-to-face
interactions (Cheong, 2022).

The intellectual origins of the notion of an avatar can be traced back to the sacred tradition of Hinduism. The
etymology of the name "Avatar" can be traced back to its Sanskrit root "avatarana,” which conveys the concept of
progeny. It represents the corporeal manifestation of a divine being or the personification of a transcendent being.
The aforementioned concept is commonly associated with Lord Vishnu, who manifested on earth in ten distinct
forms known as avatars. The purpose of these avatars was to provide human counsel, counteract malevolence, and
restore moral order, commonly referred to as Dharma (Buchleitner, 2021). Avatars are used as symbolic
representations by individuals who advocate the notion that cyberspace presents a substantial alternative to the
tangible world. The presence of certain limitations, such as physical constraints, biases, and divisions, is
responsible for this phenomenon. On the contrary, cyberspace offers a domain in which the limitations are only
determined by the imaginative and creative abilities of the individual (Franks, 2011).

It is important to note that the term "avatar" functions differently in the context of the physical world
compared to its usage in cyberspace. While in the physical world, an avatar represents a tangible embodiment of a
superior entity, in the realm of cyberspace, this relationship is inverted. The concept of a higher being can be
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understood as the user, while the avatar serves as a digital representation of the user within the realm of
cyberspace. The progression of avatar users, transitioning from agents to "surrogates," holds significant
significance within the present-day endeavor to advance virtual rights. The integration of avatars into popular
usage is intricately connected to the triumph of the computer entertainment sector. Avatars were originally just
representative images of users. The rudimentary physical empathy of avatars was seen in the way people swayed,
ducked, leaned and even panicked while playing games. As customisation possibilities became more complex,
avatars became more of an agent, allowing users to play around with the creation of symbolic avatars and
experience different bodies. Developers therefore develop "proprietary feelings" towards their avatars, as users
experience what is called symbolic disembodiment, the freedom to be whoever they want and do things that
cannot be done in reality (Day, 2009).

The utilization of avatars often fosters toxic conduct, mostly due to the increased probability of impunity.
Conventional legal frameworks exhibit limited efficacy in deterring or penalizing instances of racist or hostile
conduct on internet platforms. On a global scale, the legal proceedings pertaining to cybercrime in conventional
court systems are characterized by a lack of cohesion and clarity, resulting in a complex array of circumstances
and potential outcomes. Due to their predominantly territorial jurisdiction, many laws exhibit limited practical
relevance when addressing cyber offenses. In the United States, Section 230 of the Communications Decency Act
stipulates that "interactive computer services" are immune from being regarded as third-party speakers or
publishers of content. Website owners are alone obligated to address significant criminal allegations, such as
those pertaining to child pornography or intellectual property infringement (Buchleitner, 2021).

Moderation is often a demand that some experts make in an effort to keep users safe in the metaverse. But
according to many specialists, the task of monitoring a vast number of contacts in real time would necessitate
substantial exertion and may potentially be unattainable. The shift from checking text, images and videos to
watching 3D worlds will be dramatic. In 3D, it is not content that needs to be regulated, but behaviour,
necessitating a new type of moderation system. Meta's current plan is to give users the tools to report bad
behaviour and block others they don't want to interact with. According to the security film released in 2020 by
Horizon Worlds, a virtual reality social game developed by Meta, it has been stated that Meta intends to persist in
capturing and documenting activities within the metaverse. However, it is emphasized that this data would be
saved exclusively within the user's RV headset. In the event that a user subsequently complains of inappropriate
conduct, the recorded video will be forwarded to Facebook's human reviewer for evaluation (Murphy, 2021).

In the empirical realm, a multitude of attachment manifestations exist, each of which is deemed ethically
acceptable. The aforementioned circumstance has prompted an inquiry into the extent to which avatar
attachment satisfies the criteria for constituting a morally relevant type of attachment, akin to those observed in
the physical realm. This inquiry has prompted the perspective that connection to avatars can be perceived as a
manifestation of attachment to a fictitious entity. Ultimately, avatars can be regarded as non-tangible entities.
These creative inventions are designed for utilization inside fantastical settings, therefore rendering them akin to
imaginary companions and fictional entities, rather than tangible objects of emotional connection. Wolfendale
holds a contrasting perspective, contending that avatars cannot be equated to either imaginary friends or fictional
characters. In contrast to the concept of imaginary pals or fictitious characters, avatars can be understood as
active personas assumed by individuals within the realm of cyberspace. The concept of an avatar extends beyond a
mere figment of imagination, encompassing a means of online self-expression and the establishment of one's
identity. Hence, in contrast to attachment towards an external fictional entity, attachment towards an avatar
entails an attachment towards a personally selected and self-fashioned entity. This entity is subject to control,
manipulation, and serves as a means for engaging with others. The object in question serves as a representation of
an individual within the digital realm, so it does not possess any qualities of imagination. This distinguishes it
from imaginary companions or fictitious characters, which are inherently imaginative in nature (Wolfendale,
2007). The concept of representation is what is needed to tie the avatar to the person behind it, and the expansion
of the common law subject currently has the opportunity to be given to avatars in the metaverse.

In practical terms, the majority of legal systems acknowledge the existence of two distinct categories of legal
entities, namely natural persons and juridical persons. Natural persons are acknowledged only on the basis of
their status as human individuals. On the other hand, juridical persons refer to entities that lack human
characteristics but are bestowed with specific rights and responsibilities according to legal frameworks.
Corporations and several other types of commercial alliances are frequently observed, while there exists a wide
range of alternative forms as well. Religious, governmental, and intergovernmental entities possess the capacity to
function as legal persons both within national jurisdictions and on the international stage. This demonstrates
instances wherein non-human organisms are endowed with distinct personality traits. Additional instances
include the temples located throughout India, the rivers found in New Zealand, and the complete ecosystems
present in Ecuador. This again shows that a country can attribute personality to a new entity such as an Al system
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(Chesterman, 2020). The concept provided by Ben Chester Cheong can be a start to see the possibility of avatars
becoming a new legal subject, a concept that offers an adaptive step from the concept of corporate law. Cheong
considers that there is a possibility that an avatar can be categorised as a legal subject, in the form of a legal entity.
When an avatar possesses the capability to engage in a sequence of actions pertaining to the legal affairs of its
users, it becomes imperative to contemplate the implementation of legal personhood inside the metaverse. The
legal personhood might be conferred by means of a registration procedure, wherein each individual is eligible for
a single avatar inside the decentralized and boundless metaverse (Cheong, 2022).

It needs to be recognised that the debate about avatars in the metaverse is about their recognition as entities
that have certain legal legitimacy, which then leads to recognition as a legal subject. Currently, most legal systems
tend not to grant legal personality to inanimate objects, and rather grant it to entities that are human in an ethical
and metaphysical sense. This may be because most legal systems want to recognise and give effect to the rights
and obligations that actual persons have. But this gross generalisation can be misleading. In order to determine
whether an entity is a legal person, we have to look at the approach that a particular legal system takes towards
such entities as well as the reality of the proliferation of ideas and concepts that have come to exist towards these
virtual entities (Bryson et al., 2017).

Cheong's view has received serious support, because he believes that ignoring the presence of avatar rules in
the metaverse will have serious consequences, given that the structure of cyberspace allows for the separation
between a person's real identity and their virtual identity. Therefore, it is necessary to reject the idea of the
requirement of granting legal personality in the metaverse in the form of the presence of conscience of the avatar.
According to him, legal personality must exist within the metaverse itself, so that anyone who creates an avatar in
the metaverse agrees to subject his or her avatar to the legal personality that will be governed by the laws of the
metaverse. The rules should also stipulate that the legal personality, which is separate or distinct from the avatar,
will be disregarded if a crime or unlawful act has been committed. Thereafter, the liability of the humans behind
the avatars will be determined by the scale of damage caused to both the metaverse community and the real-world
community (Cheong, 2022).

Cheong posits that the registration of all avatars within the metaverse should be mandated, drawing a parallel
to the process of incorporating a company. There is a compelling argument to broaden the scope of causation and
foreseeability under various legal frameworks, such as extending its application to encompass harm resulting
from avatars or infrastructure within the metaverse. Companies have the potential to act as a paradigm for the
expansion of rights to avatars within the metaverse. Similar to corporations, avatars are non-human entities that
serve the purpose of enhancing economic investment within the market. While individuals in society are bound by
rights and responsibilities, corporate law has constructed a mechanism called a legally personified corporation,
which is distinct from a private individual. A significant distinction between businesses and robots lies in the fact
that corporations invariably operate through human agents, with ultimate decision-making authority still vested
in humans. Likewise, within the context of an avatar, agency is mediated by human operators, with the ultimate
decision-making authority being in the individual controlling the avatar. This bears a resemblance to a corporate
entity in that it is required to operate through an individual agent. A corporation can incur liability in a manner
analogous to that of an individual for both criminal offenses and civil wrongs. Nevertheless, there exist constraints
when imposing penalties on a corporation, as it is not an individual entity (Cheong, 2022).

The integration of avatars can be implemented in a manner analogous to the establishment of entities in
accordance with business legislation, wherein a registration number is assigned. The registration data of the
avatar's ultimate owner, whether an individual or a corporate entity, will be recorded in a metaverse register. In
the case of a company, a quick search through the official state information system can reveal the controller
behind the company. But there exists a perspective suggesting that, when it comes to avatars, there should be a
degree of variability regarding the disclosure of the avatar's identity as a fundamental entitlement. In the event
that individual operates an avatar and deliberately refrains from disclosing their genuine identity, it is appropriate
to acknowledge their anonymity unless a significant violation of the law has occurred (Cheong, 2022).

Similar to Cheong, Chestermen also uses the concept of corporate law in looking at virtual entities, such as
Artificial Intelligence (AI). According to the individual in question, there exist two primary justifications for
considering artificial intelligence as a legal entity. Firstly, the establishment of a party to assign responsibility in
the event of an adverse outcome. Furthermore, it is imperative to establish a mechanism that guarantees the
presence of an individual who may be duly acknowledged and compensated in the event of favorable outcomes.
Chestermen eventually tried to find reasons that personhood could be granted, either instrumental or inherent
reasons. The instrumental reason is based on the concept of a legal entity that has been commonly used, namely a
corporation. However, another reason is that if an Al system has reached the point of being indistinguishable
from humans, such as passing the Turing test, then it is entitled to a status comparable to humans. A frequently
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cited example is the robot Sophia who was granted citizenship by Saudi Arabia in 2017 (Chesterman, 2020). In
addition to Sophia, Shibuya Mirai is another notable chatbot that has garnered attention. Programmed to emulate
a seven-year-old kid, Shibuya Mirai holds the distinction of being the first AI bot to receive official residency
status in Tokyo, Japan. This unique designation enables Shibuya Mirai to serve as an official resident, with the
primary purpose of actively engaging with and soliciting the viewpoints of Shibuya inhabitants (Cuthberston,
2017). Another illustration can be observed in the case of Deep Knowledge Ventures (DKV), a firm that specializes
in the development of pharmaceuticals for age-related diseases and regenerative medicine initiatives. DKV made
the decision to include a computer program named Vital as a member of its board of directors. Vital possesses the
capacity to provide investment suggestions pertaining to life science enterprises through the meticulous analysis
of extensive datasets. The Validating Investment Tool for Advancing Life Sciences (Vital) has proven crucial in
facilitating the board's decision-making process, enabling more rational and informed choices. Moreover, Vital
has played a pivotal role in rescuing the company from a state of imminent financial collapse (Burridge, 2017).

When the identity of the user is finally known, and the avatar is recognised as a legal subject. Then there is an
opportunity to enforce the law against criminals in the metaverse. One of the supporters of this view is Tiffany,
who believes that there are opportunities for criminal law to be provided in interactions in virtual worlds
involving avatars, such as in cases of defamation. As to her assertion, the emergence of defamation claims in
virtual worlds or games can be attributed to the existence of a recognized association between an avatar and an
individual in real life. When there is an inherent connection between an avatar and the individual operating the
corresponding account, it can be argued that the reputation of the avatar is adequately associated with the account
owner, hence allowing for assertions to be made regarding comments made by the avatar. From this standpoint,
one can draw a parallel between the association of the avatar and the user and the connection between an
inanimate corporate entity and a sole shareholder. In this scenario, the entity effectively represents the
controller's 'alter ego', so enabling actions to be justifiably undertaken (Day, 2009). An alternative perspective is
articulated by Brenner (2008). According to the author, the current state of criminal law can be attributed to a
lengthy accumulation of knowledge and practical application over numerous centuries. Throughout history, the
physical realm has been seen as the sole inhabitable domain, hence serving as the exclusive arena for individuals
to engage in harmful actions towards others or their possessions. Consequently, it became imperative for the
criminal justice system to adapt in order to effectively address instances of tangible bodily injury. While the
criminal law has progressively broadened its jurisdiction to encompass certain forms of "soft harms" associated
with moral damage in recent decades, its fundamental foundations remain rooted in tangible injury. The
contemporary human sphere of activity extends beyond the confines of the physical world. The emergence of
cyberspace has introduced a novel realm devoid of physical boundaries, wherein individuals are able to engage in
a wide range of activities, potentially encompassing all those conducted in the tangible world. The introduction of
this novel paradigm in human endeavors has diverse implications for the field of criminal law (Brenner, 2008).

Brenner vehemently refutes the perspective positing that crimes committed within virtual realms are
confined solely to the virtual domain, so presupposing that the resulting harm is likewise limited to the virtual
realm. According to Brenner, the act of engaging in criminal behavior within a virtual world cannot be exclusively
confined to the virtual environment. The individuals responsible for committing acts and those who experience
harm are situated within the physical realm, which serves as the focal point for specific consequences within the
virtual realm. The actions associated with engaging in criminal activities within virtual environments are, to a
certain extent, manifested within the virtual realm, yet fundamentally remain rooted in the physical world
(Brenner, 2008).

CONCLUSION

Efforts to provide legal protection for internet users, especially for crimes committed by avatars and against
avatars in the metaverse can be done by ensuring the identity of the perpetrator and his position to be legally
responsible. Regulations that force avatar owners to reveal their true identity can consider the concept of virtual
identity, digital passports and even identity verification that can only be revealed in the context of law
enforcement. The next step is to recognise an avatar as a new legal subject by applying the concept of company
law, which requires a registration process. Countries can look at New Zealand and India's move to recognise rivers
as legal subjects, to Saudi Arabia granting citizenship to a robot.
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