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ARTICLE INFO ABSTRACT

Online payment gateway systems process high-frequency communication among user devices,
merchant servers, banking interfaces, fraud-control services, and third-party APIs. Abnormal network
traffic in these systems may reflect credential stuffing, transaction replay, API abuse, bot-driven request
bursts, or coordinated denial-of-service activities. This study proposes a SHAP-based ensemble
anomaly detection framework for online payment gateway network traffic. The proposed model
combines Balanced Random Forest, LightGBM, and AdaBoost using a cost-aware voting strategy to
reduce missed detection of high-risk abnormal traffic. SHAP is used to explain how transaction-related
network features and API communication patterns influence model decisions. Experiments are
conducted on a payment gateway traffic dataset generated from a controlled transaction-processing
environment with 1,200 merchant endpoints, 9 banking API interfaces, and 5 fraud-screening services.
The dataset contains 7.18 million labeled request-flow records over 42 days, covering normal payment
authorization, refund requests, chargeback queries, credential stuffing, replay attempts, abnormal API
polling, and bot-based request flooding. After preprocessing, 55 features are retained, including request
burst rate, failed authentication ratio, API endpoint switching frequency, transaction session duration,
repeated token usage, response-code entropy, and source IP rotation density. The proposed model
achieves 98.34% accuracy, 97.27% macro-F1, and 99.02% AUC. For replay and credential-stuffing
traffic, recall reaches 95.86% and 96.44%, respectively. Compared with standalone LightGBM, the
ensemble method reduces the false negative rate from 2.58% to 1.49% and improves detection of low-
volume API abuse by 3.63%. SHAP analysis identifies repeated token usage, high failed authentication
ratio, abnormal endpoint switching, and source IP rotation density as the most important features. The
results indicate that explainable ensemble learning can strengthen real-time security monitoring for
online payment gateway infrastructures.
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INTRODUCTION

Online payment gateway systems have become a critical component of digital commerce because they connect
user devices, merchant servers, banking APIs, fraud-control services, and third-party platforms within a short and
highly time-sensitive transaction process (Wang et al., 2025; Boateng, 2025). This architecture improves payment
efficiency and supports large-scale real-time financial services, but it also expands the attack surface of payment
infrastructures (Xu et al., 2026; Mitchell et al., 2025. Abnormal request-flow behavior may indicate credential
stuffing, transaction replay, API abuse, bot-driven request bursts, token misuse, unauthorized refund attempts, or
denial-of-service activity. These threats are difficult to identify because malicious requests are often embedded in
normal payment authorization, refund, chargeback, settlement, and fraud-screening processes. Recent work on
policy-driven vulnerability risk quantification has also shown that large-scale digital infrastructure requires risk
assessment methods that can connect security policies, system exposure, and operational data rather than relying
only on isolated vulnerability indicators (Shao, 2026). This view is highly relevant to payment gateway security,
where abnormal behavior may arise from both endpoint-level abuse and cross-service interaction risks (Segireddy,
2025; Huang, 2026).
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Existing fraud detection studies have mainly focused on transaction records, cardholder behavior, merchant
profiles, and financial loss patterns (Fariha et al., 2025; Ma, 2026). These approaches are useful for identifying
fraudulent payments after transaction information has been generated, but they are less effective for detecting
gateway-level attacks before a transaction is completed (Pratama & Wahid, 2025; Zhu et al., 2025). Payment
gateway security requires earlier analysis of request-flow behavior, API communication patterns, and service
response characteristics (Penaganti, 2025; Zi et al., 2025). Features such as failed authentication ratio, repeated
token usage, API endpoint switching, response-code entropy, request burst rate, source IP rotation density, and
abnormal retry behavior can provide early signals of attack activity (Damarched, 2026; Yin et al., 2026). However,
these indicators are often weak, sparse, and highly imbalanced in real traffic. Low-volume replay attempts, slow
API probing, and distributed bot requests may not produce obvious transaction-level fraud signals, but they can
still compromise gateway availability, user account security, and downstream banking interfaces (Hossain, 2025;
Zhang et al., 2026). Machine learning has been widely used in fraud detection and network intrusion detection
because it can learn nonlinear relations among traffic features, user behavior, and system responses (Ali et al., 2025;
Qi & Qiao, 2026). Nevertheless, payment gateway traffic presents several challenges for conventional learning
models. Abnormal requests usually account for only a small portion of the total traffic, and their patterns may vary
across merchants, banking interfaces, and fraud-screening services (Owusu-Mensah et al., 2026; Su & Wu, 2026).
A single classifier may therefore achieve high overall accuracy while still missing high-risk abnormal traffic. In
addition, many black-box models provide limited explanation for security analysts, making it difficult to understand
why a request flow is classified as abnormal. For real-time payment security monitoring, detection performance
alone is not sufficient; the model should also provide interpretable evidence that can support alert review, rule
adjustment, and operational response (Shakil et al., 2025; Gao et al., 2026).

To address these problems, this study proposes a SHAP-based ensemble anomaly detection framework for
online payment gateway network traffic. The framework combines Balanced Random Forest, LightGBM, and
AdaBoost through a cost-aware voting strategy to reduce missed detection of high-risk abnormal traffic under class
imbalance. SHAP is introduced to explain how transaction-related network features, authentication behavior, token
usage, API endpoint transitions, and response-code patterns influence model decisions. Experiments are conducted
in a controlled transaction-processing environment involving 1,200 merchant endpoints, 9 banking API interfaces,
and 5 fraud-screening services. The dataset contains 7.18 million labeled request-flow records collected over 42
days. The purpose of this study is to improve early anomaly detection at the payment gateway layer before
suspicious transactions are finalized. Its significance lies in providing an interpretable and operationally useful
detection framework that can support real-time security monitoring, reduce missed high-risk attacks, and
strengthen the resilience of online payment infrastructures.

MATERIALS AND METHODS

Sample and Study Environment

This study used a controlled online payment gateway environment to represent high-frequency transaction
traffic. The environment included 1,200 merchant endpoints, 9 banking API interfaces, and 5 fraud-screening
services. The merchant endpoints represented retail platforms, subscription services, booking systems, and mobile
payment clients. The banking interfaces handled authorization, settlement confirmation, refund verification, and
chargeback queries. The fraud-screening services processed risk scoring, token validation, device checks, and
suspicious request filtering. Traffic was collected for 42 consecutive days under normal and abnormal transaction
conditions. In total, 7.18 million labeled request-flow records were obtained. Each record described request time,
authentication status, API route, token behavior, response code, source address pattern, and transaction session
information. Sensitive information, including user identifiers, card-related fields, merchant names, and token
values, was anonymized before analysis.

Experimental Design and Control Settings

The experiment was designed to detect abnormal network traffic in online payment gateway systems under
imbalanced and high-risk transaction conditions. The control group included normal payment authorization,
refund requests, chargeback queries, fraud-screening requests, banking API responses, and routine merchant-
server communication. The experimental group included credential stuffing, transaction replay, abnormal API
polling, bot-based request flooding, and low-volume API abuse. These scenarios were selected because they reflect
common threats to payment gateway systems. Credential stuffing represents repeated login or payment attempts
with stolen credentials. Replay traffic reflects repeated use of old transaction tokens or request signatures.
Abnormal API polling indicates excessive or irregular access to payment endpoints. Bot-based request flooding
represents automated high-frequency access. Low-volume API abuse reflects slow and hidden misuse of gateway
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interfaces. Balanced Random Forest, LightGBM, and AdaBoost were used as the main classifiers. Single models
were used as baselines to test whether the cost-aware ensemble reduced missed detection of high-risk abnormal
traffic.

Measurement Methods and Quality Control

Request-flow records were measured from gateway logs, merchant access logs, banking API logs, and fraud-
control service logs. The basic fields included source endpoint, destination API, request time, response time, request
method, response code, session duration, authentication result, token identifier, and source IP segment.
Transaction-related network features were then calculated, including request burst rate, failed authentication ratio,
API endpoint switching frequency, transaction session duration, repeated token usage, response-code entropy, and
source IP rotation density. API behavior features were derived from repeated endpoint access, abnormal polling
interval, route-switching pattern, and response failure sequence. Quality control was performed before feature
extraction. Duplicate records, incomplete request logs, invalid timestamps, and records with impossible response
times were removed. Logs from merchant endpoints, banking APIs, and fraud-screening services were aligned to
the same time reference. Attack labels were checked by matching attack execution windows with the related request-
flow records. After cleaning and feature selection, 55 features were retained for model training and evaluation.

Data Processing and Model Formulation

All records were cleaned, anonymized, and converted into request-flow samples. Continuous features were
normalized using statistics from the training set. Categorical variables, including API route type, response-code
group, request method, and merchant endpoint category, were encoded before model fitting. The dataset was
divided into training, validation, and test sets by collection time to reduce data leakage. Class imbalance was
handled by class-weight adjustment and risk-based sampling. The ensemble model combined the calibrated
prediction scores of Balanced Random Forest, LightGBM, and AdaBoost through a cost-aware voting strategy. The
final abnormal probability was calculated as (1):

Dy=1 x)=zi=1':" WP, (y=1[x)
(1)

where Pi(y=11% is the abnormal probability predicted by the i-th classifier, Wi is the model weight based on
validation performance, and Ci is the cost factor used to increase sensitivity to high-risk abnormal traffic. Model
performance was measured using accuracy, precision, recall, macro-F1, AUC, and false negative rate. The false
negative rate was calculated as (2):

FN

PR~ FN=TP

(2)

where "FN" denotes abnormal request-flow records incorrectly classified as normal, and "TP" denotes
abnormal records correctly classified as abnormal.

Model Explanation and Evaluation Procedure

SHAP analysis was used to explain how transaction-related network features and API communication patterns
affected model decisions. Global SHAP values were calculated to identify the main indicators across all traffic
categories. Local SHAP values were used to explain single abnormal alerts. Positive SHAP values increased the
abnormal probability, while negative values supported a normal decision. The explanation results were checked
with request context, including repeated token usage, failed authentication ratio, API endpoint switching, response-
code entropy, request burst rate, and source IP rotation density. This step helped determine whether the model
used meaningful payment-gateway risk signals rather than random request noise. The proposed ensemble model
was compared with standalone Balanced Random Forest, LightGBM, and AdaBoost. The evaluation focused on
macro-F1, AUC, false negative rate, replay detection, credential-stuffing detection, and low-volume API abuse recall.
This design tested whether the method could improve payment gateway anomaly detection while keeping the
decision process clear for fraud analysts and security engineers.
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RESULTS AND DISCUSSION

Overall Detection Performance

The proposed SHAP-based ensemble model showed strong performance on the online payment gateway traffic
dataset. It achieved 98.34% accuracy, 97.27% macro-F1, and 99.02% AUC. These results indicate that the model
could separate normal payment communication from abnormal request-flow traffic with high stability. Compared
with standalone LightGBM, the ensemble model reduced the false negative rate from 2.58% to 1.49%. This reduction
is important because missed attacks may allow replay attempts, credential stuffing, or API abuse to continue within
the payment process (Kolhar & Gundoor, 2026; Li & Liu, 2026). The improvement was related to the joint use of
Balanced Random Forest, LightGBM, and AdaBoost. Balanced Random Forest reduced the bias toward normal
traffic. LightGBM handled high-dimensional gateway features efficiently. AdaBoost improved the learning of
difficult abnormal samples. Similar financial fraud studies have shown that ensemble learning and explainable
models can improve detection under imbalanced transaction conditions, as shown in Figure 1.
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Figure 1. Ensemble Model Workflow For Payment Fraud Detection

Detection of Replay and Credential-Stuffing Traffic

The proposed model achieved 95.86% recall for replay traffic and 96.44% recall for credential-stuffing traffic.
These results show that request-flow features can capture abnormal behavior before a fraudulent payment is
completed. Replay traffic was mainly related to repeated token usage, abnormal session duration, and repeated
request signatures. Credential-stuffing traffic was closely related to high failed authentication ratio, source IP
rotation density, and short request bursts (Yang, 2026; Tallam, 2025). These findings suggest that payment gateway
anomaly detection should not rely only on transaction amount or user profile features. API route changes,
authentication failures, token reuse, and response-code patterns are also needed to identify network-layer payment
threats.

Low-Volume API Abuse and False Negative Control

The ensemble model improved the detection of low-volume API abuse by 3.63% compared with standalone
LightGBM. This result is meaningful because low-volume API abuse may not cause a clear traffic spike (Deng &
Yang, 2026; Deressu et al., 2026). It may appear as slow endpoint polling, irregular route switching, or repeated
access to sensitive API interfaces. The cost-aware voting strategy reduced missed detection by assigning higher
decision weight to high-risk abnormal samples. This design is suitable for payment gateway systems, where missing
areplay attempt or credential attack may cause greater loss than reviewing a small number of alerts. Recent studies
on financial fraud detection also show that class imbalance and rare-event detection remain major challenges in
real-world payment security, as shown in Figure 2.
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Figure 2. Ensemble Model Workflow For Payment Fraud Detection

SHAP Interpretation and Practical Security Meaning

SHAP analysis showed that repeated token usage, high failed authentication ratio, abnormal API endpoint
switching, and source IP rotation density were the most important indicators of abnormal payment gateway traffic.
These features have clear security meaning. Repeated token usage may indicate replay attempts. A high failed
authentication ratio may suggest credential stuffing. Abnormal endpoint switching may reflect API abuse or probing
(Zhang, 2026). Dense source IP rotation may indicate bot-based request activity. Local SHAP results also made
single alerts easier to review because they showed which features increased the abnormal score. Compared with
black-box models, the proposed method provides both a detection result and a feature-level explanation. However,
this study still has limitations. The dataset was generated in a controlled transaction-processing environment. Real
payment gateways may include more merchant types, API versions, traffic peaks, fraud-control rules, and regional
routing patterns. Future work should test the model on longer real-world request-flow records and include more
payment scenarios.

CONCLUSION

This study presented a SHAP-based ensemble method for detecting abnormal network traffic in online
payment gateway systems. The model combined Balanced Random Forest, LightGBM, and AdaBoost through cost-
aware voting to improve the detection of high-risk request-flow anomalies. Tests on a controlled payment gateway
dataset showed strong performance, with 98.34% accuracy, 97.27% macro-F1, and 99.02% AUC. The model also
reached 95.86% recall for replay traffic and 96.44% recall for credential-stuffing traffic. Compared with standalone
LightGBM, the false negative rate decreased from 2.58% to 1.49%, and the detection of low-volume API abuse
improved by 3.63%. These results indicate that the ensemble structure reduced missed detections in imbalanced
payment traffic. SHAP analysis showed that repeated token usage, high failed authentication ratio, abnormal API
endpoint switching, and source IP rotation density were key signs of abnormal gateway behavior. The main value
of this study lies in combining accurate anomaly detection with clear feature-level explanation. This design can
support real-time payment security monitoring, fraud-control systems, and API risk management. However, the
dataset was generated in a controlled transaction-processing environment. Real payment gateways may include
more merchant types, API versions, regional routing patterns, traffic peaks, and fraud-control rules. Future work
should test the method on longer real-world request-flow records and cover more payment scenarios.
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